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What is oauth2-proxy ?

How does it work?

Implement ocauth2-proxy on K8S
How to configure?

Quick Demo
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What is
oauth2-proxy ?
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oauth2-proxy

S\ OAuth2

A reverse proxy that provides authentication using

Providers (Google, GitHub, and others) to validate N Proxy

accounts by email, domain or group.

Source: https://oauth2-proxy.github.io/oauth2-proxy/
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How it's works?
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1. Request to application
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2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

APPLICATION "« OAuth2
~ Proxy
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2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

3. Redirect to auth provider

APPLICATION "« OAuth2
~ Proxy
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2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

3. Redirect to auth provider

APPLICATION "« OAuth2
~ Proxy
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Authorize oauth2-proxy

Sign in to GitHub
to continue to oauth2-proxy oauth2-proxy by prastamaha

wants to access your prazx account

. Organizations and teams
Username or email address Read-only access

R Personal user data
Email addresses (read-only)

Login Page  rasswond Forgo passwore? Consent Page

Organization access

| ganggaa v

Cancel Authorize prastamaha

Authorizing will redirect to
New to GitHub? Create an account. https:/ioauth.prastamaha.com

@ Not owned or (© Created Fewer than 10
operated by GitHub 2 months ago GitHub users

Terms Privacy Security Contact GitHub Learn more about OAuth

Open Infrastruc
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2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

3. Redirect to auth provider

APPLICATION "« OAuth2
~ Proxy
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2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

3. Redirect to auth provider

6. Forward auth code callback

APPLICATION
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APPLICATION
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7. Exchange auth code with
token
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2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

3. Redirect to auth provider

6. Forward auth code callback

)\ OAuth2
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8. Return id token and access 7. Exchange auth code with
token token

<
U
Ser,,

2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

3. Redirect to auth provider

6. Forward auth code callback
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8. Return id token and access 7. Exchange auth code with
token token

2. Check request cookie, if
missing, redirect user to auth
provider

9. Store token in configured
session store and generate
cookie

1. Request to application

3. Redirect to auth provider

6. Forward auth code callback

APPLICATION "« OAuth2
Proxy
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8. Return id token and access 7. Exchange auth code with
token token

2. Check request cookie, if
missing, redirect user to auth
provider

9. Store token in configured
session store and generate
cookie

1. Request to application

3. Redirect to auth provider

6. Forward auth code callback

APPLICATION "« OAuth2
Proxy

10. Set cookie name _oauth_proxy
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Auth Provider

8. Return id token and access
token

9. Store token in configured
session store and generate
cookie

7. Exchange auth code with
token

2. Check request cookie, if
missing, redirect user to auth
provider

1. Request to application

3. Redirect to auth provider

6. Forward auth code callback

S\ OAuth2

N

Proxy

10. Set cookie name _oauth_proxy

11. Request to application
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8. Return id token and access 7. Exchange auth code with
token token

2. Check request cookie, if
missing, redirect user to auth
provider

9. Store token in configured
session store and generate
cookie

1. Request to application

3. Redirect to auth provider

12. Forward client request

6. Forward auth code callback

APPLICATION

10. Set cookie name _oauth_proxy

11. Request to application
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8. Return id token and access 7. Exchange auth code with
token token

2. Check request cookie, if
missing, redirect user to auth
provider

9. Store token in configured
session store and generate
cookie

1. Request to application

3. Redirect to auth provider

12. Forward client request

6. Forward auth code callback

APPLICATION 13. Response S\ OAuth2
~ Proxy

10. Set cookie name _oauth_proxy

11. Request to application
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8. Return id token and access 7. Exchange auth code with
token token

2. Check request cookie, if
missing, redirect user to auth
provider

9. Store token in configured
session store and generate
cookie

1. Request to application

3. Redirect to auth provider

12. Forward client request

6. Forward auth code callback

APPLICATION 13. Response S\ OAuth2
~ Proxy

10. Set cookie name _oauth_proxy

11. Request to application

14. Forward Response
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Oauth2-proxy on K8S
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APPLICATION 1

APPLICATION 2

INGRESS

OAUTH2-PROXY
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APPLICATION 1

APPLICATION 2

SERVICE

OAUTH2-PROXY REDIS
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=\ OAuth2
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APPLICATION 1 APPLICATION 2 OAUTH2-PROXY
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1. Request to application

APPLICATION 1 APPLICATION 2 OAUTH2-PROXY
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1. Request to application

2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

INGRESS

APPLICATION 1 APPLICATION 2 OAUTH2-PROXY
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1. Request to application

2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

INGRESS

APPLICATION 1 APPLICATION 2 OAUTH2-PROXY
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4. Login & Consent

1. Request to application

AUTH PROVIDER

2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

APPLICATION 1 APPLICATION 2

OAUTH2-PROXY

INGRESS
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5. Redirect to oauth.example.com
with auth code

4. Login & Consent

1. Request to application

AUTH PROVIDER

0
L4

o= M

APPLICATION 1
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2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

APPLICATION 2

OAUTH2-PROXY
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5. Redirect to oauth.example.com
with auth code

4. Login & Consent

1. Request to application

AUTH PROVIDER

0
L4
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APPLICATION 1
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2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

APPLICATION 2

OAUTH2-PROXY
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5. Redirect to oauth.example.com
with auth code

4. Login & Consent

1. Request to application

AUTH PROVIDER

0
L4
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7. Exchange auth code with
token

APPLICATION 1

Open Infrastructure
FOUNDATION

2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

APPLICATION 2

OAUTH2-PROXY

INGRESS
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5. Redirect to oauth.example.com
with auth code

4. Login & Consent

1. Request to application

AUTH PROVIDER

7. Exchange auth code with
token

APPLICATION 1

Open Infrastructure
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2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

APPLICATION 2

B Q

OAUTH2-PROXY

INGRESS

8. Save token and generate
cookie
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5. Redirect to oauth.example.com
with auth code

4. Login & Consent

1. Request to application

9. Set cookie and redirect to
appl.example.com

AUTH PROVIDER

7. Exchange auth code with
token

APPLICATION 1

Open Infrastructure
FOUNDATION

2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

APPLICATION 2

B Q

OAUTH2-PROXY

INGRESS

8. Save token and generate
cookie

BR' E‘EasyStack 6 &

2B INDONESIA
V) OpenlInfra Days

Le(hnology @ nVI DIA




— 5. Redirect to oauth.example.com ﬂ I N D o N E s I A
‘ \ with auth code AUTH PROVIDER U OpenlInfra Days

4. Login & Consent

7. Exchange auth code with
token

1. Request to application

10. Request with cookie 9. Set cookie and redirect to

appl.example.com

2. If _oauth_proxy cookie not
set, redirect to oauth2-proxy

INGRESS

8. Save token and generate
cookie

APPLICATION 1 APPLICATION 2 OAUTH2-PROXY
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Useful Endpoints

Joauth2/sign_in the login page

Joauth2/sign_out logout (clear session cookie)

foauth2/userinfo return user’s from the session in JSON : Ut 2

Joauth2/callback oauth callback url .-"=._‘ N P roxy

/ping health check (return 200 OK)

Source: https:/foauth2-proxy.github.io/oauth2-proxy/docs/features/endpoints

Joauth2/auth check if the user is authenticated

foauth2/start redirect to start the OAuth cycle
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How to Configure?

https:/medium.com/prastamaha

Implement Oauth2-proxy on Kubernetes
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Application name *
oauth2-proxy

Something users will recognize and trust.

Homepage URL *

https://oauth.example.com
The full URL to your application homepage. Settings -> DeveIOPer settings -> New Oauth app

Application description

Application description is optional

This is displayed to all users of your application.

Authorization callback URL *
https://oauth.example.com/oauth2/callback

Your application’s callback URL. Read our OAuth documentation for more information.

Register application Cancel
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General
Optional features

Advanced

Open Infrastructure
FOUNDATION

oauth2-proxy

n prastamaha owns this application.

You can list your application in the GitHub Marketplace so that other users can
discover it.

0 users

Client ID
4b601b104c85fableded

Client secrets

*rrrv22effeof

p Added 1 minute ago by prastamaha

Never used
Client secret

BRI E’EasyStack 6

2B INDONESIA
V) OpenlInfra Days

Transfer ownership

List this application in the
Marketplace

Revoke all user tokens

Generate a new client secret

You cannot delete the only client secret. Generate a new client secret first.
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$ COOKIE_SECRET=$(python -c 'import os,base64; print(base64.urlsafe_b64encode(os.urandom(16)).decode())")

kubectl create secret generic oauth2-proxy-creds \
--from-literal=client-1d=$CLIENT_ID \
--from-literal=client-secret=$CLIENT_SECRET \
--from-literal=cookie-secret=$CO0KIE_SECRET
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: oauth2-proxy-creds

.example.com
.example.com
: github

: ganggaa

o000
: <REDIS_PASSWORD>

$ cat oauth2-proxy-values.yml e

: redis://redis-master.default.svc.cluster.local:

R true
N/

- oauth.example.com

: nginx
: letsencrypt-prod

: oauth2-proxy-https-cert

- oauth.example.com
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$ kubectl create ns oauth2-proxy

$ helm repo add oauth2-proxy https://oauth2-proxy.github.io/manifest
$ helm repo update

$ helm install oauth2-proxy oauth2-proxy/oauth2-proxy \
-namespace oauth2-proxy \

--values oauth2-proxy-values.yml
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: networking.k8s.1o0/v1
: Ingress

: appl

: nginx
: https://oauth.example.com/oauth2/auth
: https://oauth.example.com/oauth2/start
: letsencrypt-prod

o000
: appl-example-com

$ cat appl-ingress.yml et

- : appl.example.com

: ImplementationSpecific

: nginx-backend
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Quick Demo
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Do you have any questions?
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