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“Superpowers have finally come to Linux”

- Brendan Gregg, Netflix
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“Superpowers have finally come to Linux”

“eBPF does to Linux what Javascript does to HTML”

- Brendan Gregg, Netflix
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Run code in the kernel
without having to write a kernel module
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The bpf () system call performs a range of operations reclated to
extended Berkeley Packet Filters. Extended BPF (or eBPF) 1is
similar to the original ("classic") BPF (cBPF) used to filter
network packets.
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The bpf () system call performs a range of operations reclated to
extended Berkeley Packet Filters. Extended BPF (or eBPF) 1is
similar to the original ("classic") BPF (cBPF) used to filter
network packets.

For both cBPF and eBPF programs,
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The bpf () system call performs a range of operations reclated to
extended Berkeley Packet Filters. Extended BPF (or eBPF) 1is
similar to the original ("classic") BPF (cBPF) used to filter
network packets.

For both cBPF and eBPF programs, the kernel statically analyzes
the programs before loading them, 1in order to ensure that they
cannot harm the running system.
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The bpf () system call performs a range of operations reclated to
extended Berkeley Packet Filters. Extended BPF (or eBPF) 1is
similar to the original ("classic") BPF (cBPF) used to filter
network packets.

For both cBPF and eBPF programs, the kernel statically analyzes
the programs before loading them, 1in order to ensure that they
cannot harm the running system.

eBPF extends cBPF in multiple ways, 1ncluding the ability to call a
fixed set of in-kernel helper functions (via the BPF _CALL opcode
extension provided by eBPF)
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The bpf () system call performs a range of operations reclated to
extended Berkeley Packet Filters. Extended BPF (or eBPF) 1is
similar to the original ("classic") BPF (cBPF) used to filter
network packets.

For both cBPF and eBPF programs, the kernel statically analyzes
the programs before loading them, 1in order to ensure that they
cannot harm the running system.

eBPF extends cBPF in multiple ways, 1ncluding the ability to call a
fixed set of in-kernel helper functions (via the BPF _CALL opcode
extension provided by eBPF)

g access shared data structures such as eBPF maps.
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eBPF programs can be written in a restricted C that is compiled
(using the elang compiler) into eBPEF bytecode! Various features
are omitted from this restricted C, such as loops, global
variables, variadic functions, floating-point numbers, and passing
structures as function arguments.

eBPF bytecode
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clang & LLVM INDONE SIS

The LLVM Project is a collection of modular and reusable compiler
and toolchain technologies. Despite its name, LLVM has little to do
with traditional virtual machines. The name "LLVM" itself is not an
acronym,; it is the full name of the project.
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clang & LLVM INDONE SIS

The LLVM Project is a collection of modular and reusable compiler
and toolchain technologies. Despite its name, LLVM has little to do
with traditional virtual machines. The name "LLVM" itself is not an
acronym,; it is the full name of the project.

Clang is an "LLVM native" C/C++/Objective-C compiler, which aims
to deliver amazingly fast compiles.
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http://clang.llvm.org/

B INDONESIA

m a n b pf U OpenlInfra Days

The kernel contains a just-in-time (JIT) compiler that translates
eBPF bytecode into native machine code for better performance.

eBPF bytecode machine code
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Writing Hello World
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BCC makes BPF programs easier to write, with kernel
instrumentation in C (and includes a C wrapper around LLVM), and
frontends in Python and Lua.
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Compiles eBPF
program

Language

A
support ‘

Wrapper for
bpf() syscalls
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Attaching eBPF
programs to events
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Triggering eBPF programs W Oseninh it

eBPF programs can be attached to different events

» Kprobes

» Uprobes

» Tracepoints

» Network packets
» Perf events
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b = BPF (text="""
int kprobe sys clone (void *ctx) {
bpf trace printk(“Hello, OpenInfra!\\n”);
return O;

}

\\ 77 //)

b.trace print()
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bpf_trace_printk() Y orenitenas

Writing to

/sys/kernel/debug/tracing/trace pipe
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eBPF Maps
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eBPF maps Openinfra Doy

Maps are a géneric data structure for
storage of different types of data. They
allow sharing of data between eBPF
kernel programs, and also between
kernel and user-space applications.

Each map type has attributes:
o type

¢ max number of elements
etc.
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eBPF maps Openinfra Doy

Maps are a géneric data structure for
storage of different types of data. They
allow sharing of data between eBPF
BPF_MAP_TYPE_UNSPEC
kernel programs, and also between BPF MABEEN

kernel and user-space applications. BPF_MAP_TYPE_ARRAY

BPF_MAP_TYPE_PROG_ARRAY
BPF_MAP_TYPE_PERF_EVENT_ARRAY

Each map type has attributes: BPF_MAP_TYPE_PERCPU_HASH
o type » BPF_MAP_TYPE_PERCPU_ARRAY
BPF_MAP_TYPE_STACK_TRACE
e max number of elements BPF_MAP_TYPE_CGROUP_ARRAY
etc. BPF_MAP_TYPE_LRU_HASH
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clang -02 -emit-1llvm -c bpf.c -o - | 1llc -march=bpf -filetype=obj -o bpf.o

ELF object file

‘ e eBPF opcodes

e eBPF maps
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ELF object file

eBPF opcodes
eBPF maps

verifier
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ELF object file

eBPF opcodes
eBPF maps

verifier
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b = BPF (text="""
BPF HASH (syscalls) ;

\\ 77 //)

... b[%syscalls”].items () ...
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These helpers are used by eBPF programs to interact with
the system, or with the context in which they work. For
Instance, they can be used to print debugging messages, to
get the time since the system was booted, to interact with
eBPF maps, or to manipulate network packets.
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eBPF helper functions Openisness

These helpers are used by eBPF programs to interact with
the system, or with the context in which they work. For
Instance, they can be used to print debugging messages, to
get the time since the system was booted, to interact with

eBPF maps, or to manipulate network packets.
bpf trace printk()

bpf map * elem()

bpf get cuurrent pid tgid()
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Each eBPF program is a set of instructions that is §afeto run
untilitseampletion. An in-kernel verifier statically
determines that the eBPF program terminates and is safe

to execute.

e No loops
e No bad pointer dereferences

e Restricted program size
Always exits
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BPF Tools

Kekuatan super untuk semua
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opensnoop statsnoop

syncsnoop

Linux bcc/BPF Tracing Tools

ucalls uflow
uobjnew ustat

c* java* node* php*

python* ruby¥*

mysqld_gslower
dbstat dbslower

gethostlatency
memleak

bashreadline
\ uthreads ugc | / sslsniff
filetop \
filelife fileslower . . + / syscount
vEscount vfsstat Applications killsnoop
cachestat cachetOp\ Runtimes execsnoop
dcstat dcsnoop // e:‘utsnoop
mount snoop System Libraries pidpersec
cpudist cpuwalk
trace / runglat runglen
argaLaE X System Call Interface & ungslower
funccount “ﬁ/ cpuunclaimed
guncilgwer VFS 4 Sockets - deadlock
sgggkzoﬁgsy Scheduler offcputime wakeuptime
profile y File Systems / TCP/UDP i Sttwakekdme Beledrgn
: slabratetop
btrfsdist / R — P _ | — oomkill memleak
btrfsslower Virtual -
: shmsnoop drsnoop
ext4dist extdslower . ! Memory
nfsslower nfsdist 4 Block Device Net Device R
xfsslower xfsdist < criticalstat
Eies lower / Device Drivers ttysnoop
zfsdist
mdflush  piotop biosnoop tcptop tcplife tcptracer
) biolatency bitesize tcpconnect tcpaccept tcpconnlat 11iestat | CPUs
Other: tcpretrans tcpsubnet tcpdrop e
capable sofdsnoop tcpstates

https://github.com/iovisor/bcc#tools 2019
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Network Services & Bandwidth Flow & Policy Ops & Sec
Policy Load Balancing Management Logging Metrics
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Cluster Node
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Prevention is not enough.

Combine with runtime detection tools. Use a defense-in-depth Zystrategy.

Kernel

oS
Code (Applications)

Container

Cluster

@leodido
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px/namespace -- =-Sm - =px-s0ck-shoy
https://withpixie.ai:443/live/clusters/gke_pl-dev-infra_us-west1-a_zasgar-demo/script?namespace=px-sock-shop&script=px¥2Fnamespacedstart _time=-5m

[ a8
a% | cluster R — v seript - stort_tine: 5+
797b947c- eBo4-4346-at - 5 B3
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«siack
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Namespace Service Graph Pod List
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& : 162,53 89 ®
N
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®
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1ot 3837 025 DISABLE CLUSTERING
I 2559 0
1 2 o am s 2
= Service List
1t 75 138

Open Infrastructure

FOUNDATION u GiriKuncoro RBRI B Easystack F‘\f"z"e‘ & technology nV|D|A




B INDONESIA

Refe re n Ces U OpenlInfra Days

IO Visor Project (iovisor.org)

Brendan Gregg (brendangregg.com)
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Youtube Channel

Giri Kuncoro
1.21K subscribers

HOME VIDEOS PLAYLISTS

Cara Jadi DevOps Engineer di 2021 (..

Cara Belajar Jadi DevOps Engineer di 2021

P 4 0:00/12:08 - Intro, apaituDev.. > G B

Tool DevOps D PLAY ALL

N——

INDONESIA
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n

CUSTOMIZE CHANNEL MANAGE VIDEOS

COMMUNITY CHANNELS ABOUT

Cara Jadi DevOps Engineer di 2021 (UNTUK PEMULA)

4,241 views + 4 months ago

Cara Jadi DevOps Engineer di 2021 (UNTUK PEMULA)

TIMESTAMPS @
0:00 - Intro, apa itu DevOps?
1:00 - Konsep Development
1:48 - Sistem Operasi & Linux

D04 Mabiinrkins © Canrites

READ MORE

iy

BELAJAR CI/CD
& GITHUB ACTIONS

=

Belajar Terraform dalam 15 Belajar Kubernetes dalam

Belajar CI/CD dalam 10
menit lewat GitHub Action...

Belajar Istio dalam 15 menit Apa itu Docker? | Belajar Belajar Ansible dalam 15

menit (UNTUK PEMULA) 10 menit (UNTUK PEMULA)  (UNTUK PEMULA) Docker untuk Pemula 1 menit (UNTUK PEMULA)

Giri Kuncoro Giri Kuncoro Giri Kuncoro Giri Kuncoro Giri Kuncoro Giri Kuncoro

727 views + 1 month ago 610 views + 1 month ago 462 views * 3 weeks ago 2.1K views + 3 months ago 586 views + 2 weeks ago 412 views + 1 week ago
Belajar Docker untuk Pemula P PLAYALL
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Do you have any questions?

@agirikuncoro
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