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Agenda

Observability 101
Meet OpenTelemetry and OpenTelemetry Collector
OpenTelemetryCollector Deployment

Instrumentation Demo
Q&A
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Observability 101
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The Observability Triad ) osernirepes

Monitoring ' Logging

Tracing

Do you know what your codes are doing on 2AM when your payment is down ?
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Metrics - It's About The Number

e FEach metric reports a number

InquiryResponse Composition

The monitoring system tracks those
numbers over time

ldentify anomalous behavior and
wake someone up

Produce Latency 99th per Broker

Recognizes trends for your
infrastructure scaling

Four Golden Signals - ( Latency -
Traffic - Saturation - Errors)
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Tracing - Finding your Bottleneck

Uniquely identify Requests and
Spans

FCP&F
29 | pageload — 9f479f14c600984f 5.760,80m:

browser — cache

Spans carry contextual metadata

browser — connect
browser — TLS/SSL

browser — request

M browser — response
Runtime reports start/end

resource.script — https:/browser.sentry-cdn.com/6.11.0/bundle tracing.min js

timestamps for each span o -

resource.link — https://cdn jsdelivr. @141, P

resource.link — b p-4.31-dist/css/! min.

resource.link — min. = 1

resource.link — ticket.min.

Span Aggregator find out how by ————

resource.script — /assets/js/ticket.min js?v=3149¢16aff0239d80327186ddb12692d

| O n g eve ryt h I n g too k resource.script — https://ajax.googleapis.com/ajax/ibs/jquery/3.51/juery.min js

resource.script — /asset 31-dist/js/t minj

resource.script — /assets/ . min s

resource.script — min.
mark — sentry-tracing-init

resource.css — https://cdn jsdelivr.net/npm/bootstrap-icons@1.4:1/font/fonts/boo{

— http gstati LCe

~ http: gstati LCe

~ http: gstati -LCC

browser — domContentLoadedEvent
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Logging - How to debug your production 8 oveninraDays

at 2AM

173 hits New Save Open Share Inspect CAuto-refresh € O Last15minutes

klb d P bearrh... (e.g. status:200 AND extension:PHP) Options

Convey a pprOprIate urgency L Addafiter+

Visualize filebeat-* December 5th 2018, 11:35:47.052 - December 5th 2018, 11:50:47.052—  Auto

Dashboard Selected fields

Provide enough information

Available fields
Canvas
O @timestamp

Machine Learning.

Not overwhelming S~ T g T R g

Infrastructure @timestamp per 30 seconds

Logs
Time _source

St r u Ctu red fo r Sea rC h i n g n Ot Gl December 5th 2018, 11:50:16.000

r e a d i n g DevTools type input.type: l0g beat.version: 6.5.2 beat.name: cart-elk-64557-1 beat.hostname: cart-elk-64557-1

meta.cloud.region: nyc3 meta.cloud.instance id: 121777379 meta.cloud.provider: digitalocean

o beat.hostname offset: 502,386 source: /var/log/messages fileset.module: System fileset.name: Syslog
lonitoring
4 yst log. ti : Dec 5 16:50:16 system.sysl : {"type":"response","@tinestamp":"20

beatname
Management 18-12-05T16:50: 162", "tags": [1,"pid":14730, "method": "post","statusCode" : 200, "req": {"url":"/api/teleme

. Decenber 5th 2018, 11:49:14.000 peta cloud,region: nyc3 meta.cloud.instance id: 121777379 meta.cloud.provider: digitalocean

fiessmoale input.type: 10g beat.version: 6.5.2 beat.nane: Cart-elk-64557-1 beat.hostame: Cart-elk-64557-1

fileset.name offset: 479,431 source: /var/log/messages fileset.module: system fileset.name: syslog
system.syslog.ti : Dec 5 16:49:14 system.syslog.message: {"type":"response","@timestamp":"20

18-12-05T16:49:142", "tags": [1,"pid":14730, "method": "get", "statusCode" :304,"req": {"url":"/plugins/kib

hostarchitecture

Open Infrast
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Meet OpenTelemetry &
OpenTelemetry Collector
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OpenCensus + OpenTracing =
OpenTelemetry

Provides a unified set of open standards ‘
API, SDK, and middleware for generating

and exporting Trace , Metrics, (and

logging - incoming)

Enabling quick bootstrap of observability
into your system

Contributor and support from various Te I e m et ry

major vendor and wide community
support
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OpenTelemetry Architecture

ﬁ E OpenTelemetry API ﬁ

Semantic

Conventions Tracer Context Meter
API API API|

API : Used to generate telemetry data T

SDK : Implementation of APl in various ) —— =

| an g ua g es /\ Propagatorn @ Instrument

. 1 1 Span %| Span % SE N

o Tracer: respons@le for creating and ==
tracking span - distributed tracing \ \ e ];

o Meter:responsible for creating and EBE T

2 3
. . Exporter Exporter ] OpenTelemetry SDK [ Exporter I Exporter
tracking metrics ' e '

OpenTelemetry Proto : protobuf OpenTelemetry J
e}

Collector

implementation on semantic convention - n][ Metic

Exporter

3 = Extension point

Exporter

and OpenTelemetry Protocol (OTLP)

u Vendor ingest J
source:

https://blog.newrelic.com/product-news/what-is-opentelemetr:
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OpenTelemetry Collector [1]

Collector : middleware service on receiving,

processing, and exporting telemetry data to

various telemetry backend (ex : Jaeger, siieuiona badil ppe rage
Prometheus, Datadog, etc). - A

Attributes

It's acting as telemetry pipeline
ﬁ @ Processors ﬁ

. . . Jaeger Jaeger
Single Binary Service

Filter

Can Be Deployed as Agent or Gateway

Prometheus Prometheus
Processors

source : https://opentelemetry.io/docs/collector/
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OpenTelemetry Collector [2]

Collector comprises of :

o Receivers: Receivers ingest data from a
variety of telemetry popular sources and
formatS, SUCh aS leklﬂ, Jaeger aﬂd S Extensions: health, pprof, zpages S

o o
Prometheus.
Processors: Processors allow tracing, metrics,

and resources to be manipulated in a variety

of ways. ® £ proceson #
Exporters: Exporters send completed o d
telemetry data from pipeline to final Fiter

backend. Exporters can be run in parallel, p p
sending multiple telemetry data to multiple -

endpoint

Attributes

source : https://opentelemetry.io/docs/collector/
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Various Telemetry Pipeline 7] INDONESIA
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Instrumented apps using

OpenTelemetry agents dl Elastic Observability

nede pa
S - i
OpenTelemetry ' Na =S Kibana Observability Apps
Collector
« -
2 .java & Agent .
= e Elastic Exporter =———p @f T Tg APM Server

Elastic
AN RET | Sheent | ey (& — OTLP Receiver Protocol =  Elasticsearch

OpenTelemetry

Protocol
& Agent

prom/cloudwatch-exporter

@ python™ | & Agent |
expose
Shared volume
P cloudwatch-exporter:9106
E

metrics pipeline

Applications

Configuration files

I

logzio/cloudwatch-config-
OTel Collector builder

logz.io

Prometheus ‘
Receiver Procssscty Hemotewrite Prometheus Grafana otel/opentelemetry-collector

Prometheus AWS Managed AWS Managed

Exporter

Amazon Elastic
Container Kubernetes

Open Infrast
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OpenTelemetry Collector
Deployment
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OpenTelemetry Operator is Kubernetes Operator to manage OpenTelemetry
deployment (https:/aithub.com/open-telemetry/opentelemetry-operator)

Currently the operand only OpenTelemetry Collector

Simple Deployment
o Deploy Cert Manager

§ kubectl apply -f https://qithub.con/jetstack/cert-nanager/releases/latest/download,/cert-manager. yanl
o Deploy OpenTelemetry Operator

§ kubectl apply -f nttps://qithub.com/open-telenetry/opentelemetry-operatorreleases/latest /dounload/opentelenetry-operator. yanl
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Agent Deployment

Kubernetes Cluster
il Applications Namespace(s)

Application Namespaces

pod pod

,‘ micro " micro
1 service Ll service .\ .

v v

-~ - rwode
soll collector
#% collector #° collecto (xponer

/ /

Monitoring Namespace

¥
alert-

_—
= alkin-one G :
25 /' nanager

\ = "\ ) .w' reers: i
0 server } grafana Monitoring Namespaces

-«

-
#° collector

K)mey;lefn Namespace

—

source : OpenTelemetry for Architects - Kevin Brokchoff

Open Infrastructure
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Gateway Deployment

Kubernetes Cluster
i Applications Namespace(s)
pod pod

node
@ micro @ micro
-~ service L/ service 9 a
E

\

Application Namespaces

4‘ collector

__—TWonitoring Namespace

g7 Tail Samplers coictesst: Totlal
L Trace Router &
T ___——> | #°collector Monitoring Namespaces

IS
#4° collector

o
#% collector

K\pe System Namespace

J

source : OpenTelemetry for Architects - Kevin Brokchoff
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Instrumentation Demo
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Instrumentation Demo

e Demo Repository in Golang
https:/aithub.com/tonnyadhi/distributed-tracing-example

Contains two services
o Weather Service, fetch weather report from backend and print it in JISON

o OWM Service, fetch weather report from OpenWeathermap, simplify it and
Sent it to Weather Service

Distributed Tracing is set between two services using OpenTelemetry HTTP
Traces

Span are sent to OpenTelemetry Collector. The collector will export the span to
Jaeger and Sentry
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¢ v WeatherService: /forecast/tokyo 8 | Trace Timeline

August 14 2021, 19:29 29ms

Service & Operation v » 7.25ms 14.5ms 21.75ms
v WeatherService /i
v WeatherService
v WeatherService
v WeatherService
WeatherService |
WeatherService
WeatherService
WeatherService i
v | owMservice getweathers
v | owmservice
v | owMservice
v | owmservice
v | owmservice
| owmservice
| owmservice
| owmservice
| owmservice

WeatherService call_parseRest
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Do you have any questions?

youremail@google.com
+62 9903113781
yourcompany.com
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