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Introduction

Jabar Digital Service
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About West Java

One of the biggest 20% of the entire
provinces in Indonesia Indonesian population

18 Regencies 9 Cities

627 districts
5.312 villages 645 sub-districts
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Towards a Digital Province
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Dynamic Governmen
e Fast Response
e User Centered

Local / Municipal
Government

e Smart City

e Smart Rural

Digital Village
e Infrastructure DIGITAL

e Commerce INCLUSIVE
e Public Service

e Communication
e Training

Digital Citizenship
e Empowerment

Startup

e Capital

e Incubator
Center

e Innovation Hub =

e Startup Hub

e Tech Park

e Creative Center /
New Technology
Breakthrough Invention

t

JABAR
DIGITAL
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COLLABORATION
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Innovative Unit
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e Strengthen ICT Department

e Jabar Digital Service

e Jabar Saber Hoax
One Data Map
Command Center

Digital Public Service

EDUCATION

Corporate Sponsor
Collaborative Founders
Venture / Gov Capital

Startup Tech Adoption
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Vocational School
e Curriculum
e Training

Talent Development

Definition

Strategy
Dissemination
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Data for Decision Support System Government Digital Transformation Improving Citizens Digital Experience

Mewujudkan pengambilan kebijakan Mengakselerasi transformasi digital Mempermudah kehidupan masyarakat
berdasarkan data. pemerintahan. dengan teknologi digital.

N JABAR
kominfa - DIGITAL
b SERVICE
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Top quality technology for world class public services.

JABAR
DIGITAL
SERVICE
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Challenges
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P Kompas.com
PPDB Jakarta 2021 Dihentikan Sementara Hari Ini hingga
Pukul 12.00 WIB - Kompas.com

Slamet membantah bahwa situs web PPDB DKI Jakarta disebut down atau
eror. Sebab, menurut dia, sebagian data pendaftar sudah masuk
3 days ago

T Metro Tempo.co

5 Fakta PPDB DKI Jakarta: Sistem Error hingga Waktu
Pendaftaran Diperpanjang

Kebanyakan warganet mengeluh soal sistem bernama Sidanira itu yang sulit
diakses. "Sekelas DKI sistem PPDB down sudah satu jam. Gimana ...

2 days ago

@ detikNews

Situs PPDB Jakarta 2021 Sulit Diakses, Disdik DKI: Ada
Pelambatan

"Data kami sudah mencatat juga beberapa CPDB sudah sukses mendaftar dan
milih sekolah. Jadi tidak ada down ya," tegasnya. Baca juga: ..

4days ago

Z Medcom.id
Hari Pertama PPDB DKI Server Sempat Down

Hari Pertama PPDB DKI, Server Sempat Down ... Jakarta: Hari pertama
Penerimaan Peserta Didik Baru (PPDB) Tahun Pelajaran 2021/2022 di ...
4 days ago
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https://wartakota.tribunnews.com » Jakarta » Warta Metro ~

Server Pendaftaran PPDB Down, Sejumlah Orang Tua ...
Jun 7, 2021 — Server penerimaan peserta didik baru (PPDB) mengalami kendala tidak bisa
diakses. Hal ini pun menyulitkan orang tua untuk mendaftar.

https://metro.tempo.co » read » ppdb... ¥ Translate this page

PPDB Online Banten Tak Bisa Diakses, Server Down - Metro ...
Jun 21, 2021 — Pendaftaran PPDB Online 2021 untuk jalur zonasi Sekolah Menengah Atas
Negeri (SMAN) di Provinsi Banten dimulai hari ini.

https://www.merdeka.com » jakarta v Translate this page

Ombudsman Temukan Masalah PPDB DKI: Server Down dan ...
Jun 7, 2021 — Akan tetapi, karena sarver yang down akibat banyaknya akses yang dilakukan
secara bersamaan.,Zonasi PPDB,Ragam Konten,Penerimaan siswa baru ...
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DEFECT IN

MACHINE OPS PROBLEM NOW

makeameme .org
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IT Infrastructure Challenges 8 OventnfraDays

Difficult to plan capacity .

Inefficiencies in IT expenditure (initial setup cost).
Operational and maintenance costs.

Limited human resources (infrastructure operations).
Information security risks.
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Pandemic, unprepared digital health system.
Rapid apps digital-tools development.
Work from home, remote working on government
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Not only develop apps, but build reliable services S OpenInfra Days

modern problems requies modern solution

meme-generator.com
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What is Cloud-Native?

Is It Hype or The Future of Software Development?
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Enterprise IT Infrastructure Platform Software
(legacy IT) (as a Service) (as a Service) (as a Service)

[ Applications

\

Applications Applications

Security Security

Customer Managed

Databases Databases
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Operating Systems Operating Systems

Virtualization
Servers
Storage

Networking
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App App

App App

Virtual Machine Virtual Machine Container Container Container

App  App  App

Traditional Deployment Virtualized Deployment Container Deployment
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What is Cloud-Native? 3 oveninra ays

Cloud native technologies empower organizations to build and run

scalable applications in modern, dynamic environments such as public, private,
and hybrid clouds.

Containers, service meshes, microservices, immutable infrastructure, and
declarative APls exemplify this approach.

These techniques enable loosely coupled systems that are resilient,
manageable, and observable. Combined with robust automation, they allow

engineers to make high-impact changes frequently and predictably with
minimal toil. source: CNCF
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https://github.com/cncf/toc/blob/main/DEFINITION.md
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What is Cloud-Native? ) opentnsraDays

“Cloud native is an approach to building and running applications that
fully exploit the advantages of the cloud computing model.”

Source; Pivotal
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https://pivotal.io/de/cloud-native

28 INDONESIA

What is Cloud-Native? 3 oveninra ays

Cloud native is a lot more than just signing up with a cloud
provider and using it to run your existing applications.

It affects the design, implementation, deployment, and
operation of your application.
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High availability

Dynamic environments, elastic
Loosely coupled systems
Scalable

Resilient

Manageable, observable
Automation, frequently changes
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Operability: Expose control of application/system lifecycle.

Observability: Provide meaningful signals for observing state,
health, and performance.

Elasticity: Grow and shrink to fit in available resources and to meet
fluctuating demand.

Resilience: Fast automatic recovery from failures.

Agility: Fast deployment, iteration, and reconfiguration
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Our Journey
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From Legacy IT to Modern Solutions 73 INDONESIA

U OpenInfra Days

156110 Traditional On-Premise Deployment
Colocation Server, Bare metals

2019-2020 Infrastructure as a Service
Virtual Machine, Private Cloud
Container technology, Adopt Cloud Native, Swarm, CI/CD.

Platform & Function as a Service

DevOps as a culture

High Availability with Zonal-Regional public/hybrid cloud.
Serverless, Fargate, Kubernetes

Cost efficiency.

Software as a Service
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Breaking down silos between Development & Operations

e [ |
W Ve |
. ¢ J
Re equirements Release Requirements Release
[
|

Product Enhancement { Product Enhancement

Ch. I Change Stability
with Agility & Sublllty | Change Agility Change Stability with Agility & Stability ange Agility

Constant Feedback
fromOp

n Development  Test

o 'M- l‘i”ﬁ’f o

Wall of Conflict

,”» LAA
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A
Business < Development < Operations Buslness Development > Operations '\
v V

[ vV

Agile ﬂxes this l [ DevOpsrﬂxes this ‘ Aglle fixes this DevOps fixes this

Source: Accenture
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https://www.accenture.com/us-en/blogs/software-engineering-blog/shinde-development-operations-silos
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Setup Dynamic Environments

Private Cloud

JABAR CLOUD

Government Private Data
Data Pipeline, Data Lake
Core Data & Master Data
Management

Open Infrastructure
FOUNDATION

INDONESIA
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Public Cloud
aws &Y
Google Cloud

Public information service
High Availability & Scalable Service
High-Performance Computing
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Trail Map

Containerization
cl/cb
Orchestration 7 CLOUD NATIVE RN P73l
Observability L COMPUTING FOUNDATION

Service Discovery
Network & Policy
Distributed database &
storage

Streaming & messaging :

Container Registry APPLICATION DEFINITION
Software distribution HELP ALONG THE WiY

A. Training and Certification

The Cloud Native Trail Map provides an overview for enterprises starting their cloud native journey.

CLOUD NATIVE
TRAIL MAP - 2. circo
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1. Containerization: 12-Factor App

INDONESIA
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Guidelines to build app optimized for cloud environment (cloud-native).

Code

1. One Codebase
One codebase tracked in revision
control, many deploys.

2. Dependencies
Explicitly declare and isolate
dependencies

3. Config
Store config in the environment

4. Processes
Execute the app as one or more
stateless processes.

7‘ Open Infrastructure

FOUNDATION

Deploy

5. Backing Services
Treat backing services as attached
resources.

6. Build, Release, Run
Strictly separate build and run
stages.

7. Dev/Prod Parity
Keep development, staging, and
production as similar as possible.

8. Port Binding
Export services via port binding.

&> 5
BRl E EasyStack 6 Baneh

Operate

9. Concurrency
Scale out via the process model

10. Disposability
Maximize robustness with fast
startup and graceful shutdown.

1. Logs
Treat logs as event streams.

12. Admin Processes

Run admin tasks as one-off
processes.

Source: https://12factor.net/

tec?mology @ nVI DIA



https://12factor.net/

2. Continuous Integration & Delivery (CI/CD)

Deliver incremental release frequently, predictably

Continuous Integration Continuous Delivery Continuous Deployment Continuous Monitoring

Code review & Pull
Request Approval
Automated coding
standard checking
(maintainability)
Automated unit &
functional (API)
testing with code
coverage check
Automated
end-to-end testing
Security testing
Load/stress testing

Open Infrastructure

FOUNDATION

Git Branch (Git Flow,
Trunk Based)

CI/CD Pipeline script
Automatic
versioning
Automatic build
Automatic release

Automatic deploy to
staging/QA
Automatic deploy to
production

Canary release

&> 5
BRl E EasyStack 6 Baneh
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Centralized logging
Infrastructure
logging, uptime,
utilization,
monitoring, & alert
Application
performance
monitoring & alert
Error logging & alert
Synthetic
monitoring

Google analytics
Release health &
adoption monitor

tec?mology @ nVI DIA




3. Orchestration INDONESIA
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Managing the life cycles of containers, especially in large, dynamic
environments.

Compose

0000000

[&]
=4
=] / 2 ode Node
i @ ;@ ww @ ) .
Cluster | -t — kmm A
Managers @

k
g proxy

Light Workload: Docker Swarm Medium-Heavy Workload: Kubernetes
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Managing the life cycles of containers, especially in large, dynamic
environments.

docker swam

trofik RANCHER kubernetes

Amazon Terraform
Caprover AWS ECS Cloud Run Lambda
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Monitoring, logging, tracing.

G\

Q-Prometheus éﬁ\ SENTRY

Grafana
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Measure Success
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Monitoring User Analytics 1)) INDONESIA
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ol Analyties jabarprov-covidte - %

21,983

W B® 7 B @& r O P

R MINUTE

7 Open Infrastructure
A FOUNDATION BRI E‘Easyscack 6?‘55‘?&” Leﬁmomgy @nVIDIA




Uptime Monitoring ) INDONESIA

OpenInfra Days
O Pikobar Tes Masif API is operational

Uptime

i

We have OKR, service uptime > 99%

Overall Uptime

100.00% 100.00% 99.998% 99.993%

Response Time

Pikobar Pelaporan Web 9.999%  ININETRNNNRERINRRRRR R R R R uvnuwwwvwernmwwweeny
Pikobar Solidaritas Web 99.99 LR LU LU
Pikobar Tes Masif API R | LT u e
Pikobar Tes Masif Microsit.. 99.998%  IIIIREEEELLRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRDRRRRRRRRRRRRR R R RR R
Pikobar Tes Masif Web Ad... 98%  INNNEERRRRRRRRRRRRRRR IR R OO RO v O nn v nn v nnnn

Pikobar Tracking Web 99 LR OO LU

Open Infrastructure
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Load Testing with Locust

Swarm Users: 1000
Spawn Rate: 10 users/sec
Duration: 5 menit

7] Open Infrastructure

FOUNDATION

Number of Users

1,200

Total Requests per Second

400

Response Times (ms)

BR' E’EasyStack 6
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Application Performance Monitoring INDONESIA
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Metrics:
Apdex score, throughput, transaction rate, error rate, response time, etc.
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Application Performance Monitoring INDONESIA
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Jabar Digital Se... pikobar-pendaftaran-api & . 3 All Environments . £3 Last7days X

Performance

£ Performance (@ You have outdated SDKs in your projects. Update them for important fixes and features. Remind me later | Review updates

transaction. duration: 15 Display: Backend v

Duration (p75) Throughput Failure Rate Apdex

26ms AN AN 0.747 0% —_— 0.9842 wvwa

Duration p75 Duration Distribution

Total Events 7.526 Display1  Durationp?5~  Display2 | Duration Distribution v

TRANSACTION PROJECT OPERATION  HTTPMETHOD P50 P95 FALURERATE USER MISERY
HomeController @ pikobar-pendaftaran-api  htpserver  GET 1600ms  36.00ms
HomeController @ pixobar-pendaftaran-apl  httpserver 2100ms  38.00ms
RANRAEVeNtParticipantLIstController 8 pikobar-pendaftaran. nttp.server u950ms  447.50ms
Master\s oller@index @ pikobar-pendaftaran nttp.server 2200ms  s190ms
registration.download pik daftaran. http.server 2200ms  804.80ms

RAt\RAtCheckEventController kobar-pendaftaran-apl  http.server 25.00ms a7.20ms

Metrics:
Apdex score, throughput, transaction rate, error rate, response time, etc.

7 Open Infrastructure
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We still learning too

Active Users 5 Menit Terakhir

n
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- Ellm_
2020-07-20 19:00:00
||||| | ||| ||||||I|| | = WP Ingress Success Rate (non-4|5xx responses)
0 || | | || “‘||' ‘Il““l‘l‘
16:00 16:30

17:00 17:30 18:00

18:30

19:30 20:00

20:30 21:00

Heatmap Active Users by Kabupaten/Kota

KAB. PURWAKARTA

16:00 17:00
KAB. SUMEDANG
Ao
KOTA BANJAI -
KOTA Bl
TA B
KO'TA CIMAI
KOTA CIRE|

N
KQIADERPOK
KOTA TASIKMAI

Z

SOmS5>!
=Om!

Eow! 8§Q%E)

18:00 19:00 20:00
— sapawarga-ingress Min: 42.24% Max: 97.70%

Avg: 66.71% Current: 73.95%

Apps not fully optimized.
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We're Hiring!

Backend Engineer
Frontend Engineer
DevOps Engineer
Software QA
Software Architect
etc.

Send your best portfolio to yodga.hanggara@jds.jabarprov.go.id

Visit https://digitalservice.jabarprov.qo.id/karir/
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Do you have any questions?

yohang88@gmail.com
+6285729402579
digitalservice.jabarprov.go.id
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